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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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DETAILED ACTION 

1 . This action is responding to application papers filed 5-10-2007. 

2. Claims 1 - 29 are pending. Claims 1, 3, 4, 6, 7, 9, 10, 23, 24, 25 have been 
amended. Claims 2, 5, 8, 11 - 22, 26 - 29 have been cancelled. Claims 1, 23 are 
independent. 

Response to Remarks 

3 The following is in response to papers filed on 5/10/2007. 

3.1 The previous 112 issues based on formula processing have been resolved. The 
formulas have been removed from the claim language. 

3.2 The term, "iteration", does not appear within the specification or original claims, 
(see Remarks Page 7, 8) There is no disclosure of an iteration of values transferred 
between users. This term has been used repeated within the amendments to the 
claimed invention. Paragraphs [0032], [0039] disclose the structure of a sequence but 
do not disclose the iteration of transfers between the two users. This appears to be 
new matters. If applicant feels there is disclosure for this claim limitation, please 
indicate the required citations for confirmation. The term, "iteration", will be interpreted 
to be a sequence of values such as generated by the Micali prior art. 
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3.3 Applicant argues that the referenced prior art does not disclose, a sequence, (see 
remarks Pages 7-9) 

The claimed invention merely discloses a sequence with the current value based 
on the preceding value. A sequence is defined as a series, which is a number of things 
or events arranged in order and connected by being alike in some way. (see Merriam 
Webster Dictionary, 2005, ISBN-13: 978-0-87779-636-7) The Micali prior art discloses 
the generation of random numbers, but the random numbers are still in a sequence. 
Therefore, it satisfies the limitation of the claim. 

3.4 Applicant argues the obviousness of the ASOKAN and Micali prior art 
combination, (see Remarks Page 8) 

Applicant is reminded that the test for obviousness is not whether the features of a 
secondary reference may be bodily incorporated into the structure of the primary 
reference; nor is it that the claimed invention must be expressly suggested in any one or 
all of the references. Rather, the test is what the combined teachings of the references 
would have suggested to those of ordinary skill in the art. See In re Keller, 642 F.2d 
413, 208 USPQ 871 (CCPA 1981). 

In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the rejections 
are based on combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 
871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 
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3.5 The examiner has considered the applicant's remarks concerning a method and 
system for a fair exchange of user information over a network by the transmission of 
user information encoded in association with a hidden value selected as one of a 
plurality of values distributed in a sequence wherein a difference between adjacent ones 
of said values increases and decreases symmetrically about one of the values of a 
known order. Applicant's arguments have thus been fully analyzed and considered but 
they are not persuasive. 

After an additional analysis of the applicant's invention, remarks, and a search of 
the available prior art, it was determined that the current set of prior art consisting of 
ASOKAN (20020049601) and Micali (4,944,009) discloses the applicant's invention 
including disclosures in Remarks dated May 10, 2007. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1, 3, 4, 6, 7, 9, 10, 23 - 25 are rejected under 35 U.S!C. 103(a) as being 
unpatentable over ASOKAN et al. (US PGPUB No. 20020049601) in view of Micali et 
al. (US Patent No. 4,944,009). 
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Regarding Claim 1, ASOKAN discloses a method for fairly exchanging a hidden value 
of a firs t user for a hidden value of a second user, by a series of ex chan ges between 
the first user and the second user leading up to completing said hidden values, 
comprising the steps of: 

c) iteratively exchanging the seguence values of the first and second users, 
P.r.QMgssing.iri values; 
(see ASOKAN paragraph [0142], line 1; paragraph [0143], line 1: exchange a 
sequence of values in a predetermined order) 

d) completing the exchange provided that the total number of iterations are 
completed, and terminating the exchange if the total number of iterations are not 
completed, (see ASOKAN paragraph [0072], lines 1-5; paragraph [0073], lines 
1 -2: complete exchange or error termination) 

ASOKAN discloses wherein establishing a modulus and a modular function known 
to the first user and known to the second user, said modular function iteratively 
producing a plurality of sequence values, (see ASOKAN paragraph [001 0], lines 2-7; 
paragraph [0035], lines 1-6: fair exchange information system; paragraph [0109], 
lines 1-3: digital signature utilized; paragraph [0007], lines 1-4: network 
communications) ASOKAN does not specifically disclose wherein each said 
sequence value is related. 
However, Micali discloses: 
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a) wherein each said sequence value is related, according to said modular function, 
to a next previous sequence value, ^ to the modular 
function can be determined for adjacent ones of the plurality of sequence values: 
(see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers; col. 
2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. root and modulus), 
modular function) 

b) establishing a total number of iterations over which the sequence values will be 
exchanged between the first user and the second user; (see Micali col. 2, lines 
43-47; col. 4, lines 10-13: sequence generation (i.e. value of known order, total 
number of iterations)) 

In addition, Micali discloses wherein difference values between adjacent ones 
of said sequence values are symmetrically distributed about one of said values of a 
known order, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence 
generation; col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN 
as taught by Micali to enable the generation of a symmetrically distributed sequence 
for usage in a secure information exchange procedure. One of ordinary skill in the 
art would have been motivated to employ the teachings of Micali in order to maintain 
security within a system by the usage of longer and more secure sequences utilized 
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within encryption procedures, (see Micali col. 4, lines 15-18: " ... To maintain the 
security of the system, longer sequences are best used with each encryption, and 
different sequences are best used in successive encryptions. . . . ") 

Regarding Claim 3, ASOKAN discloses the method of claim 1 . (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not specifically discloses said plurality of 
values are determined according to the modular function a root value and a modulus 
value. However, Micali discloses wherein the plurality of values are determined in 
accordance with a root value and a modulus value, (see Micali col. 2, lines 43-47; col. 
4, lines 10-13: sequence generation (i.e. root and modulus), modular function; col. 12, 
lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the generation of a sequence based on root and modulus 
values, and utilized in a secure information exchange procedure. One of ordinary skill 
in the art would have been motivated to employ the teachings of Micali in order to 
maintain security within a system by the usage of longer and more secure sequences 
utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 4, ASOKAN discloses the method of claims 1,11. (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
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system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not specifically disclose said sequence 
values are determined. However, Micali discloses wherein said sequence values are 
determined as: over a known order equal to the total number of iterations, wherein 
each said sequence value is a result of the modular function applied to a next previous 
sequence value, raised to a power related to a difference in position between said 
sequence value and a respective beginning and end of the order , (see Micali col. 2, 
lines 43-47; col. 4, lines 10-13: sequence generation (i.e. progressively increasing and 
decreasing, value of known order, total number of iterations); col. 12, lines 45-48: Blum 
integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the usage of a sequence generation algorithm within a secure 
information exchange procedure. One of ordinary skill in the art would have been 
motivated to employ the teachings of Micali in order to maintain security within a system 
by the usage of longer and more secure sequences utilized within encryption 
procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 6, ASOKAN discloses the method of claim 4. (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not specifically disclose the usage of Blum 
integers. However, Micali discloses wherein said modulus value is a product of Blum 
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integers, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the generation of Blum integers for usage in a secure 
information exchange procedure. One of ordinary skill in the art would have been 
motivated to employ the teachings of Micali in order to maintain security within a system 
by the usage of longer and more secure sequences utilized within encryption 
procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 7, ASOKAN discloses the method of claims 6. (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not specifically disclose said Blum integers 
are selected from a group. However, Micali discloses wherein said Blum integers 
comprise related prime numbers, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: 
sequence generation (i.e. progressively increasing and decreasing); col. 12, lines 45-48: 
Blum integers (prime numbers)) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the usage of Blum integers for usage in a secure information 
exchange procedure. One of ordinary skill in the art would have been motivated to 
employ the teachings of Micali in order to maintain security within a system by the 
usage of longer and more secure sequences utilized within encryption procedures. 
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(see Micali col. 4, lines 15-18) 



Page 10 



Regarding Claims 9, ASOKAN discloses the method of claims 1 , wherein said hidden 
value is a value immediately preceding a last value of said sequence, (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not specifically disclose said hidden value 
is a value immediately preceding a last value of said sequence. However, Micali 
discloses wherein said hidden value is a value immediately preceding a last value of 
said sequence, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation 
(i.e. hidden value immediately preceding last value); col. 12, lines 45-48: Blum integers) 
It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the generation of a sequence value for usage in a secure 
information exchange procedure. One of ordinary skill in the art would have been 
motivated to employ the teachings of Micali in order to maintain security within a system 
by the usage of longer and more secure sequences utilized within encryption 
procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 10, ASOKAN discloses the method of claims 1. (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information 
system; paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1- 
4: network communications) ASOKAN does not disclose said number of iterations is at 
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least 80. However, Micali discloses wherein said order value of known order is at least 
80. (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. order 
value of known order, total number of iterations); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN as 
taught by Micali to enable the generation of a sequence utilizing a value of known order 
for usage in a secure information exchange procedure. One of ordinary skill in the art 
would have been motivated to employ the teachings of Micali in order to maintain 
security within a system by the usage of longer and more secure sequences utilized 
within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 23, ASOKAN discloses a system for exchanging user information 

over a network comprising: 

a) at least one programmed processor coupled to a memory and arranged for 
conducting a fair exchange of a hidden value of a first user for a h id den value of 
a second user, by a series of exchanges between the first user and the second 
user leading up to completing said hidden values; (see ASOKAN paragraph 
[0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information system; 
paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1-4: 
network communications; paragraph [0002], lines 1-6: electronic commerce 
(computer system, processor utilized for commerce information)) 
d) iteratively exchanging the seguence values of the first and second users, 
progressing toward a n end of said seque nce val ues : (see ASOKAN paragraph 
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[0142], line 1; paragraph [0143], line 1: exchange a sequence of values in a 
predetermined order) 
e) completing the exchange provided that the total number of iterations are 

completed and terminating the exchange if the total number of iterations are not 
completed, (see ASOKAN paragraph [0072], lines 1-5; paragraph [0073], lines 
1-2: complete exchange or error termination) 

ASOKAN does not specifically disclose a total number of iterations for fair exchange. 
However, Micali discloses: 

b) establishing a modulus and a 

to the second user, said modular function iterativelv producing a plurality of 
seguence values wherein each said seguence value is related, according to said 
modular function, to a next previous seguence value, whereby conformance to 
the modular function can be determined for adjacent on 
sequence values: (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence 
generation (i.e. progressively increasing and decreasing); col. 12, lines 45-48: 
Blum integers; col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
root and modulus), modular function) 

c ) establishing a total number of iterations over which the sequence values will be 
exchanged between the first user and the second user, (see Micali col. 2, lines 
43-47; col. 4, lines 10-13: sequence generation (i.e. value of known order, total 
number of iterations)) 
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In addition, ASOKAN does not specifically disclose a plurality of values 
distributed in a sequence wherein a difference between adjacent ones of said values 
increases and decreases symmetrically about one of said values of a known order, 
and said values in said first set have increasing differences between adjacent ones 
of said values. 

However, Micali discloses wherein a plurality of values distributed in a 
sequence wherein a difference between adjacent ones of said values increases and 
decreases symmetrically about one of said values of a known order, and said values 
in said first set have increasing differences between adjacent ones of said values, 
(see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify ASOKAN 
as taught by Micali to the utilization of a processor, and to enable the generation of a 
sequence for usage in a secure information exchange procedure. One of ordinary 
skill in the art would have been motivated to employ the teachings of Micali in order 
to maintain security within a system by the usage of longer and more secure 
sequences utilized within encryption procedures (see Micali col. 4, lines 15-18). 



Regarding Claim 24, ASOKAN discloses the system of claim 23, further comprising a 
further processor and wherein sa id processor and said further exchange said sequence 
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values on behalf of the first and second users, respectively , (see ASOKAN paragraph 
[0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange information system; 
paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], lines 1-4: 
network communications to transfer values) 

Regarding Claim 25, ASOKAN discloses the system of claims 23, wherein said 
processor is operable to effect the series of exchanges on a timed-basis, (see ASOKAN 
paragraph [0081], lines 2-5: timer (i.e. timed-basis) utilized in information transfers) 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
* MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) wilt be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
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than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should he directed to Carlton V. Johnson whose telephone number is 571- 
270-1032. The examiner can normally be reached on Monday thru Friday , 8:00 - 
5:00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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